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Abstract:  

As we rely more on digital tools and 

programmes to manage our daily lives, 

including the exchanging and storage of 

personal data, the demand for cybersecurity is 

increasing. According to research, one of the 

most important steps in enhancing 

cybersecurity is a good security awareness 

programme. We aimed to comprehend the 

existing state of security awareness among 

college students in this study. Students were 

asked to answer questions about their 

understanding of cybersecurity, their 

perceptions of their own cybersecurity skills, 

their actual cybersecurity behaviours, and 

their cybersecurity attitudes. The responses 

showed a number of irregularities, including 

occurrences of "cognitive dissonance" across 

factors, which could leave the pupils open to 

cyber-attacks. The outcome showed that there 

is no relationship between attitude and other 

factor. 
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Introduction: 

At the beginning of the twenty-first century, 

the globe is going through the fourth 

industrial revolution and the digitalization of 

businesses, commonly called as "Industry 

4.0." Our time's dynamic technical 

environment has given rise to important 

innovations that have brought us one step 

closer to the 4th industrial revolution. The 

IOT, Big Data Analytics, and Cyber-Physical 

Systems are just a few of the technologies that 

make up the existing manufacturing 

automation movement known as "Industry 

4.0." 

A strong need for knowledge and information 

has been sparked by the internet revolution in 

society due to the vast amount of digital 

resources that are available online. Due to our 

increased reliance on digital techniques and 

programmes to run our daily lives, 

considering the transfer and storage of 

personal information, cyber security is 

becoming more and more significant. The 
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digital age offers numerous advantages, but it 

also introduces new dangers that are 

sometimes overlooked or unnoticed.  

Cybercrime has become a significant threat to 

public safety, personal privacy, and national 

security in recent years. Everyone needs to be 

aware of their personal security and safety 

precautions, especially young people, in order 

to protect themselves from becoming a victim 

of cybercrime. By concentrating on numerous 

security threats in the internet and educating 

students about the risks and difficulties that 

are common in cyberspace, this study will aid 

in the analysis of Cyber Security Awareness 

among college students enrolled at Davangere 

University in Karnataka.  Knowledge about 

cyber security, self-observation of abilities, 

actual abilities and behavior, and attitudes, 

and the relationships between these variables 

are all included in the concept of awareness of 

Cybersecurity. 

Literature Review:  

Kim (2014) observed that many students in 

the US colleges didn’t take part in awareness 

trainings on information security. Although 

they seemed to comprehend the necessity for 

and significance of the awareness programs. 

One more finding of their work was that the 

student learned about security piecemeal and 

from many sources, and that they needed to 

take part in more targeted information 

security and awareness education if they were 

to create lasting secure behaviors. Once more, 

this shows how there may be gaps between 

knowledge and understanding and 

appropriate security practise.  

According to Peltier (2005), in order to guide 

the training, it is necessary to have a 

background of cybersecurity perception 

levels, attitudes, knowledge, and competence, 

as well as the linkages among them. 

Hagen and Albrechtsen (2009) came to the 

view that the evaluated e-learning tool was a 

good method for the early development of 

shared morals and attitude to construct a 

culture for corporate information security.  

Bakar, Chang, and Saidin (2013) looked into 

the practises, knowledge, and attitudes of 

online shoppers and discovered that there was 

little understanding of legal requirements. 

They also discovered that better behavior and 

attitude were needed to reduce the risk of 

online shoppers becoming victims of 

cybercriminals. 

According to Aliyu & et al. (2010), university 

students in Malaysia routinely violate 

computer security and ethical laws by posting 

careless content online, browsing carelessly, 

and distributing and installing pirated 

software, television shows, and movies. The 

pupils were discovered to not be generally 

engaging in safe computing due to a variety of 

reasons, including lethargy and financial 

situation. 

Research Methodology: 
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Non-probability sampling was used in the 

study's exploratory methodology. A 

convenience sample of students was drawn 

from the sample unit, which was made up of 

Davangere University students. 

A questionnaire was used to gather the data, 

and 98 people responded. Descriptive 

statistics were used to evaluate the various 

topics and factors, Pearson Correlation was 

used to evaluate the correlations between the 

factors, and Cronbach-Alpha was used to 

determine the significance of the findings. 

Analysis and Interpretation: 

Knowledge of Cybersecurity: 

Students were given multiple-choice answers 

to relevant questions on the five cybersecurity 

issues that were the research's main focus in 

the "knowledge" section. For each question, 

there was only one acceptable response. 

An overview of the frequency distribution for 

each of the five cybersecurity issues is given 

in Table 1. 

Table 1: Knowledge 

Type 
Incorrect 

(%) 

Correct 

(%) 

Identity Theft 36.90 63.10 

Cyberbullying 63.10 36.90 

Phishing 44.60 55.40 

Usage of anti-

virus software 
2.50 97.50 

Password 

Security 
18.50 81.50 

 

The results in Table 1 indicate that the 

students’ awareness of cyberbullying, 

phishing, and identity theft was insufficient. 

Such information gaps can result in risky 

behaviour and be abused by cybercriminals. 

Self-observation of cybersecurity skills: 

This section consists of five assertions, one 

for each of the five cybersecurity topics that 

were the focal point of the study. The students 

were asked to outlay each statement on a 5-

point Likert-type scale, depending on how 

much they agreed with it. 

Table 2: Self-observation of cybersecurity skills 

Stateme
nts 

1 2 3 4 5 

      

Mean 
4.5541 4.1975 3.9809 4.6497 4.636

9 

N 157 157 157 157 157 

Stand. 

Dev. 

0.59264 0.58221 0.81234 0.49181 0.495

53 

Stand. 

Err of 

Mean 

0.04730 0.04647 0.06483 0.03925 0.039

55 

Source: Primary Data 

The responses to all five assertions were 

subjected to a Cronbach Alpha test, which 

produced a result of = 0.879, suggesting a 

good level of reliability. 

A mean value is greater than 3 and a 

significance is < 0.05 were obtained for each 

statement, suggesting that the statements are 
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strongly agreed upon. As a result, the students' 

perceptions of their cybersecurity abilities 

were generally positive. However, a 

significant number of neutral responses 

(33.8%) were also given to the statement 

about phishing. These neutral feedbacks 

suggested that the participants hadn’t formed 

a view on this subject, which indicated a lack 

of basic Cybersecurity knowledge. 

Actual abilities and behavior: This section 

gave MCQs about the actual cyber security 

abilities and behavior that were the research's 

main focus. For each question, there was only 

one acceptable response. The answers to each 

question were then subjected to a frequency 

analysis. An overview of the frequency 

distribution for each of the six scenario 

answers is shown in Table 3. 

 

 

Table 3: Self-Observed qualities 

Scenarios Safe (%) Partially Safe (%) Unsafe (%) 

Scenario 1 32.50 67.50 0.00 

Scenario 2 8.30 91.70 0.00 

Scenario 3 66.20 33.80 0.00 

Scenario 4 0.00 32.50 67.50 

Scenario 5 32.50 33.75 33.75 

Scenario 6 0.00 66.20 33.80 

Source: Primary Data 

The responses to all six scenarios were subjected 

to a Cronbach Alpha test, which produced a 

result of = 0.805, indicating a high degree of 

dependability. Notable findings shown in table 3 

are the 67.50% of partially safe feedbacks about 

reply to a bank phishing email (scenario 1), the 

91.70% of only partially safe feedback regarding 

modernizing of software (scenario 2), 67.50% of 

only unsafe feedback about opening a 

screensaver received from a friend (scenario 4), 

and 66.20% of only partially safe feedbacks 

regarding a program installed by hackers 

(Scenario 6). All these findings indicate unsafe 

abilities and behavior. 

Attitude: The cybersecurity attitude consists of 

seven statements, to which respondents are 

asked to express their degree of acceptance 

utilizing a Likert-type scale with a maximum of 

five. 

Overall, the outcomes were positive since 

respondents basically expressed low degree of 

acceptance with the assertions—all of these were 

negative attitudes—indicating that they did not 

agree with them. One concerning anomaly was 

in the feedbacks to attitude question-1, when 

respondents showed an excessive level of trust in 

the information they received from friends' email 
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accounts, putting them at risk for receiving 

fraudulent email.  

Cronbach-alpha was applied to examine the 

reliableness of the seven attitude-related 

questions, and the result was = 0.732. As a result, 

it may be said that the replies provided a valid 

indicator of respondents' opinions regarding the 

five cybersecurity-related issues. 

 

 

 

 

 

Table 4: Attitude 
Statements 1 2 3 4 5 6 7 

Mean 4.25 3.36 4.5541 4.1975 3.9809 4.6497 4.6369 

N 157 157 157 157 157 157 157 

Stand. Deviation .669 .832 .59264 .58221 .81234 .49181 .49553 

Stand. Err of Mean .053 .066 .04730 .04647 .06483 .03925 .03955 
Source: Primary Data 

Relationship Between Variables: 

Most students expressed the potentially 

harmful attitude that it was hard to remember 

intricate password, thus they applied easy 

passwords (Statement 6 under attitude). 

However, the majority of self-observed 

attributes and behaviours (Statement 5 under 

self-observed qualities) suggested they 

possessed strong passwords, which implies in 

the -ve correlation (r = - 0.114, with p< .0005). 

There are noticeable inconsistency and unlinks 

among the replies to the cybersecurity 

awareness factors. 

The results from all the questions on the five 

cybersecurity subjects were used to generate 

Pearson Correlation Coefficients for each of 

the 4 factors: knowledge, self-observed 

qualities, actual ability and behavior, and 

attitude, as shown in Figure 1. 

 

 

 

 

 

 

Figure 1: Relationship between variables 

Knowledge 

Self- observed 
qualities 

Attitude 

Actual abilities and 
behaviour 

Cyber Security 
Awareness 

r = 0.218 

r = 0 .212 

r = - 0.069 

r = - 0.129 
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Figure 1 illustrates the favourable relationships 

between knowledge, self-observed qualities, 

and actual abilities and behavior.. Self-

observed qualities and actual abilities and 

behavior have the largest positive link, with the 

remaining relationships having very modest 

values. It shows that knowledge, self-observed 

qualities, and actual abilities & behavior all 

influence one another, albeit somewhat. All 

three of these factors, however, have a negative 

relationship with attitudes, meaning that the 

more positive the attitudes, the lesser the 

degrees of knowledge, self-observed qualities, 

and actual abilities & behavior seem to be. The 

relationship between knowledge and attitudes 

has the largest negative correlation, suggesting 

that either good information leads to a positive 

attitude or the opposite is true. These discrepant 

relationships point to a particular type of 

cognitive dissonance. 

 Conclusion: 

Typically, businesses are not aware of cyber 

security. Users need to be aware of the risks they 

can encounter. In order for users to be able to 

recognise potential hazards, a culture must be 

formed. This culture needs to be established 

from an early age. In order to prevent being a 

victim of cybercrime, students who are about to 

enter the workforce should be educated and 

informed of security measures that users can 

implement..  

This study assesses the students' awareness of 

cyber security in terms of their  knowledge, self-

observation, actual abilities and behavior, and 

attitude, and it also aids in understanding the 

relationships among these factors. The study's 

findings show that there is no correlation 

between attitude and genuine cybersecurity 

awareness. 

Academic institutions should be responsible for 

regularly providing relevant and practical 

information about cybersecurity awareness to 

students via the proper communication channels 

in order to help them develop an awareness 

culture. This work suggests the government should 

develop policies to increase cyber-security 

awareness in the educational sector. 
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